openwrt SELinux policy



[SELinux feature enable]

1. SELinux feature enable

1.1. YmiEERE

LU0 R 9w 314 enable openwrt SELinux feature;

| make OPT_SELINUX=y

1.2. SELinux IR7S

SELinux 5 2 FIRZS:(H ATERIAA enforce #EK)

e permissive: BEMA: RANSZF| SELinux (AP, HBINBIEEFE . ISR 1 RIEH
T AT LGk, (R S I SR ) 25 1ha R oK

e enforcing: ML KA F| SELinux P4, B 24 B R SCHIULHED, ARAid I SR mE i
WA

7E linux shell 1 & /etc/selinux/config SCA4: AT # & 24 Hi A s

root@OpenWrt:/# cat /etc/selinux/config

SELINUX=enforcing
SELINUXTYPE=selinux-policy

1.2.1. SELinux IK7SIX B
1) SITHE

1F linuxsshell T R] 3 I setenforce iy 2 I Isf V) HOR 25

Isetenforce [Enforcing | Permissive | 1 | 0]

WA IR Y, R R EA IR,
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[SELinux feature enable]

2) code PECE

7 package/system/selinux-policy/files/selinux-config C {4 9 7] B & i BR AR R

SELINUX=enforcing
SELINUXTYPE=selinux-policy
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[openwrt SELinux poIicy]

2. openwrt SELinux policy

2.1. CIL B3

openwrt $&4E 7 FFf SELinux [ policy, 1803 Ti H _bA# FH I & & 14 openwrt {46 Defensec
SELinux Security Policy(CONFIG_SELINUXTYPE_dssp), FJEACHSAL T build_dir/target-arm_cortex-

a7+neon-vfpv4d_musl_eabi/selinux-policy-0.8/src/.

I selinux-policy J& 3T cil IEESEIL), VE4HI) CIL VAR v 3%
https://github.com/SELinuxProject/cil/wiki

HANES ER 4y CIL 1EA)IEEE T 2% secilc(SELinux CIL Compiler) SCRY:
https://github.com/SELinuxProject/selinux/tree/master/secilc/docs

2.2. SELinux policy

openwrt SELinux policy BLTHI 1] type #& 0] LR R & B & X1, BTl S8 A ARRAELLH I,
{HH BT ILR block gk AR 454 A1 R 40 A/ B Sk R R GEHAFAE— B IR R R

1. av.cil- ' X T object class;
2. subij.cil - type subj 55 subj. typeattr attribute;
3. dev.cil Jdev/H -

dev/ttydev.cil : 7E dev block H15€ X ttydev type M AHZ<] allow rule macro, JFEiI filecon i
)N fdev/tty.+ T A U A EBRIA I %24 B R 3L (uiridev.ttydev)

dev/ttydev/consolettydev.cil : console block 47K dev.tty.obj_template, Jf4/dev/console 3
A2 BRI %245 R 3C: (u.r.console.ttydev)

dev/stordev.cil : {E dev.stor block 7€ X stordev type M </ allow rule macro;
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[openwrt SELinux poIicy]

dev/stordev/mtdstordev.cil : mtd block 4% 7k dev.stor.obj_template, 314 /dev/mtd. /dev/ubi
A BRI 4 E RS (uirimtd.stordev)

dev/stordev/sdstordev.cil : sd block 4k dev.stor.obj_template, 34 /dev/sd* SCH4 A= e BRIA
%4 E R (u:r:sd.stordev)

dev/stordev/mmcstordev.cil : mmc block 4% 7K dev.stor.obj_template, 34 /dev/mmeblk* L
A RERIN 4 B R C: (uir:mmec.stordev)

dev/stordev/...
dev/nodedev.cil: 7E dev.node block & X nodedev type M #H% ] allow rule macro;

dev/nodedev/i2cnodedev.cil: i2c block 4% 7k dev.node.obj ‘template, 74 /dev/i2c-[0-9]+ 3L 1F
A RRERIN 24 R (uirii2c.nodedev)

dev/nodedev/usbnodedev.cil: usb block %7 dev.node.obj_template, 3:4 /dev/bus/usb/.+.
/dev/usb([0-9]+)? SCAFA BRI\ %24 F R 3C: (u:riusb.nodedev)

dev/nodedev/...

dev/.../...

5 bRl R BUAFAE B S AR

1) H 44 5 T block 4k & 5% 2 S S0 context type, #1141 M usbnodedev.cil SC44% B A #5501 5C
5€ LT dev >node > usb block 4k ¢ R (SCAF 4 N 3 FHEFHES), FFE AR %A FR

2) H R ZREGEWYE RGN E R UL,
4. sysfile.cil & sysfile/ H 3 -
sysfile.cil: 7€ X sysfile type [ #H7<[1] allow rule macros;

sysfile/blocksysfile.cil : sysfile.block block A /sys/block A= ik 224 FF 3 uir:block.sysfile;
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[openwrt SELinux poIicy]

sysfile/classsysfile.cil : sysfile.class block 5 /sys/class S48 B 224 R 3C uiriclass.sysfile;

sysfile/classsysfile/gpioclasssysfile.cil : A /sys/class/gpio A= il %24 F R 3 uir:gpio.sysfile;

AR Z O R block 4k &< & [F F;

5. HABE cil XA S BRI AT S, (EEEK block 4E7& K 2 5 context type i 44 /& —
Oy, HeAA R

23. AXH/HREUREETX

MRYE b — /N T XA B R S 4k RO R IR, N— A ISCAFER B S B 2 type S 24
R SCUR TR T

L Jusr/bin/adbd J94l:

T policy 7 src/file/execfile.cil SCAFH M Jusr/bin H 3% & HoAth Bir & SCHRERAE A T BRI 284 R 3¢

u:r:file.execfile;

11 (filecon

12 "/usr/bin"

13 dir

14 execfile file context)
15 (filecon

16 "/usr/bin/.*"

17 any

18 execfile file context)

9w =) build_dir/target-arm_cortex-a7+neon-vfpv4_musl_eabi/selinux-policy-0.8/file_contexts # 7]
e BOA I 24 R

52 /usr/bin/.* u:r:file.execfile
214 /usr/bin -d u:r:file.execfile

EXNSE)ELIRERN N

root@0OpenWrt:/# 1ls -Z /usr/bin/adbd
u:r:file.execfile /usr/bin/adbd
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[openwrt SELinux poIicy]

B Jusr/bin/adbd %< 4x | F 3R uir:adbd.execfile,

adbdexecfile.cil (4

oy src/agent/ H 3 T #11Y adbd.cil:

T {E src/file/execfile/ H 3 T it

HARSEHA 225 7] — R P I HeAl cil 3D

(in .file
(call .adbd.obj type transition execfile
(block adbd

;7
;; Contexts

o

(filecon
"/usr/bin/adbd"

file
execfile file context)

Macros

o

o

(macro obj type transition execfile ((type ARGI))
(call .file.execfile obj type transition
(ARGl execfile file "adbd")))

;7 Policy
i

;i XEALEZBTEEINGS adbd.execfiletype AR rules

(blockinherit .file.exec.obj template))

(unconfined.subj typeattr)))

linux 3l 51 2 adbd )% 2R

root@OpenWrt:/# 1ls -Z /usr/bin/adbd
u:r:adbd.execfile /usr/bin/adbd

B B,
ZRNHIINY — %% rules.
TEHAT EA

SRIPHT » BT IR BB O PR P A AT A,

MEMUGE, "RES R HIR £ 5 adbd.execfile #1551 avc denied log,

BRAIAI 22 4 R SCHE M file.execfile 7&—ANHXT common 285, 2RI policy T

i 2% I AR R
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[avc denied log 73 #7]

3. avc denied log 3%

N HANZS LA BAR T case SKAfiiR ave denied log 4 HTId F2:

BT R L8 ) S R U BRI 2 X K ave /5 5., ] 5% SELinux by Example Using Security
Enhanced Linux.pdf.

3.1. casel: EH R IMILBR

[ 31.876403] audit: type=1400 audit(51798.909:277): avc: denied «{ execmem } for pid=1684 comm="d
nsmasq" scontext=u:r:dnsmasq.subj tcontext=u:r:dnsmasqg.subj tclass=process permissive=0

I 18] @ dnsmasq.subj R T AKX self type ) execmem FLFR 45 HE 4.
execmem LR f#FE: make executable an anonymous mapping or private file mapping that is writable;

B apol T B policy XA %1:  dnsmasq.subj X self type ] process class £ 41 N ALFR:

allow dnsmasqg.subj dnsmasqg.subj process fork, getcap, setcap, sigchld, sigkill, signal, signu
11, sigstop

X e g, ] 23 BN I execmem ABR

src/agent/dnsmasqg.cil {4

(allow subj self (process (getcap setcap execmem))) //¥fl execmem

3.2. case2: ¥ type

[ 23.729858] audit: type=1400 audit(55672.531:186): avc: denied { execmod } for pid=1334 comm="m
rdloader™ path="/usr/lib/libprop2uci.so" dev="mtdblockll" 1ino=913 scontext=u:r:sys.subj tcontext=u:r:
file.libfile tclass=file permissive=0

IR execmod: Make execute a file mapping that has been modified by copy-on-write.(SCH-# & 25
A RIS I AT AT ALR)
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[avc denied log 73 #7]

A RN . 4K sys.subj type %F T Jusr/lib/libprop2uci.so JFE SCAE T execmod PR FE 44, HEFE4

mrdloader.
2 mrdloader 753U T I A2 FHHHEEHUAT L lib SCAF;

TSN E ERE 2 A, Q1R 75 ZE 2 policy rule SRIRK T AR, A MM 7 2
1. NFTE I sys.subj type #FIK T [ file.libfile [ execmod FLIR.

£ sys.cil CHEHERIN:

(allow subj .file.libfile (file (execmod)))

{H sys.subj & — AN ELEIEAH T type, HIRIESTSFTE sys.subjtype AKX FTA file.libfile type
PHERIHA LEALRR, AT R < T BUB PR R e el oK.
2. 1B mrdloader f) %24 F R type, BMNHIRF %F T libfile f) execmod AR

BTG src/agent/mrdloader.cil A4 : (SBT3 [6] 2 HiAth cil)

1 ;; -*- mode: CIL; fill-column: 79; indent-tabs-mode: nil; -*-
2 ;; SPDX-FileCopyrightText: © 2021 Dominick Grift <dominick.grift@defensec.nl>
3 ;; SPDX-License-Identifier: Unlicense
4
5 (in .sys
6 (call .mrdloader.subj type transition (subj)))
7
8 (in .file
9 (call .mrdloader.obj type transition_execfile
10 (unconfined.subj typeattr)))
11
12 (block mrdloader
13
14 i
15 ;; Contexts
16 i
17
18 (fidecon
19 "/usr/bin/mrdloader"
20 file
21 execfile file context) ;iME /usr/bin/mrdloader B4 L FUFEAN mrdloader.execfile
22
23 ;i
24 ;; Macros
25
26
27 (macro obj type transition execfile ((type ARG1))
28 (call .file.execfile obj type transition
29 (ARGl execfile file "mrdloader")))
30
31 i
32 ;; Policy
33 ..
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[avc denied log 73 #7]

34

35 (blockinherit .agent.base template)

36

37 (allow subj .file.libfile (file (execmod)))) ;;#ilH rule W execmod MR
38

T Y F IS 1K) file_contexts SCAE R AT A IA ST 1Y mrdloader %24 EF XC:

|/usr/bin/mrdloader -- u:r:mrdloader.execfile I

N Jusr/bin/mrdloader B #H L E context J5 < #1115 mrdloader.subj type 55/ avc denied log, 7
IR AL EE,

FEVRB A ) AT LK SElinux L B A permissive 53X, LT — K ALFETE £ [Fpave warning, 8 6 75 B £
YSETE

1

[ 24.259918] audit: type=1400 audit(60682.831:184): avc: denied { write } for pid=1334 comm="mrd
loader" path="pipe:[3438]" dev="pipefs" ino=3438 scontext=u:r:mrdloader.subj tcontext=u:r:sys.subj tc
lass=fifo file permissive=0
[ 24.406799] audit: type=1400 audit(60682.831:185): avc: denied { write } for pid=1334 comm="mrd
loader" path="pipe:[3438]" dev="pipefs" ino=3438 scontext=u:r:mrdloader.subj tcontext=u:r:sys.subj tc
lass=fifo file permissive=0
[ 24.526824] audit: type=1400 audit (60682.831:186): avc: denied { write } for pid=1334 comm="mrd
loader" path="pipe:[3438]" dev="pipefs" ino=3438 scontext=u:r:mrdloader.subj tcontext=u:r:sys.subj tc
lass=fifo file permissive=0

[G) P A E src/agent/mrdloader.cil B8

| (call .sys.writeinherited fifo files (subj))

12

[ 13.086822] audit: type=1400 audit(63598.111:88): avc: denied { execute } for pid=544 comm="sh"
name="mrdloader" <dev="overlay" ino=2204 scontext=u:r:rcboot.subj tcontext=u:r:mrdloader.execfile tcl
ass=file permissive=0

117 A reboot.subj %) mrdloader [T #/E# denied.
WSS # K boot T T 41T mrdloader FIHATHIR, AI&R:

src/initscript/rcboot.cil

(call .mrdloader.execute execfile files (subj))
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[avc denied log 73 #7]

3.2.1. ;- MFE . Fh1E security context

A& oz, 3@3d 4 /usr/bin/mrdloader & type(mrdloader.execfile), 3:Mt T H 4t file.libfile type 314
] execmod PR, 7] LLES mrdloader 145 % JZE A4 libprop2uci.so ) execmod X FR.

Tl R, G Al A I — SO (B an b AR 1 /usr /lib/libprop2uci.so) R BEfE4 mrdloader
i) ?

H T BRIA Y selinux policy 24 Jusr/lib/ H 3 T I SCAFHSEC B BRI security
context(libfile_file_context: u.r.libfile), 3+ HL1R % type #FERINIFIH X libfile type HIVH M ALFR, (A AT %t
XA ] U A] PL22RCA libprop2uci.so SCA HHTHC B BRI HT context H48 ] neverallow 15 A]BR il K 5
Y mrdloader.execfile &A%} 1 S04 )07 ).

libprop2uci.so [ context FRIAETE file/libfile.cil SCAFHECER, B BEAN XY SEEER
libfile it R /&, HEHERIA context:

selinux-policy/src/file/libfile.cil
"/usr/lib/.*"
any
libfile file context)
+ (filecon
+ "/usr/lib/libprop2uci.so"
+ any
+ mrdlibfile file context)
+ (context
+ mrdlibfile_ file context
+ (.u
+ .r
+ mrdlibfile
+ (systemlow
+ systemlow) ) )
+
+ (type
+ mrdlibfile)
+ (call .file.lib.obj type (mrdlibfile)))

TE B )G, AERSTE file_contexts 1 th 5 FIiZ UK context Fit &.

file contests:

/usr/lib/libprop2uci.so u:r:file.mrdlibfile
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[avc denied log 73 #7]

SRIGTE src/agent/mrdloader.cil X3RN neverallow iE4), S0 mrdloader.execfile 255 ff)3);
] :

37 (typeattribute

38 not mrdloader execfile typeattr)

39

40 (typeattributeset

41 not mrdloader execfile typeattr

42 (not

43 mrdloader.execfile))

44

45 (allow execfile .file.mrdlibfile (file (execmod)))

46 (neverallow not mrdloader_ execfile typeattr .file.mrdlibfile (file (execmod)))

2 R AT s H S0 1YF mrdloader.execfile type X7 file.mrdlibfile 285 (1) 324 execomd 17 7] FLFR.

3.3. case3: {&2X rules or {22 app BY1T A 1

14978 [ 28.149902] audit: type=1400 audit(67109.965:273): avc: denied { getattr } for pid=1718 c
omm="uci" path="/etc/config/cmdline" dev="overlay" ino=2029 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=file permissive=0
14979 [ 28.192108] audit: type=1400 audit(67110.015:274): avc: denied { getattr } for pid=1722 c
omm="uci" path="/etc/config/cmdline" dev="overlay" ino=2029 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=file permissive=0
14980 [ 28.243072] audit: type=1400 audit(67110.065:275): avc: denied { getattr } for pid=1726 c
omm="uci" path="/etc/config/cmdline" dev="overlay" ino=2029 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=file permissive=0
14981 [ 28.294372] audit: type=1400/audit (67110.105:276): avc: denied { getattr } for pid=1730 c
omm="uci" path="/etc/config/cmdline™ dev="overlay" ino=2029 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=file permissive=0
14982 [ 28.345581] audit: type=1400 audit(67110.155:277): avc: denied { getattr } for pid=1734 c
omm="uci" path="/etc/config/cmdline" dev="overlay" ino=2029 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=file permissive=0

I 5] 33 A5 uci % T Jete/config/cmdline SCAEIY] getattr T AE 440 4.
A file_contexts SCLF, Jetc/config/ H 5 T BT SCAFERIN % 42 AT SR AT uci.conffile type.

|/etc/config/.* usr:uci.conffile I

{HAE linux shell M & 5 ICOCH 24 AT, SEBRETA uiritmp.fs.

root@OpenWrt:/# 1ls -Z /etc/config/
u:r:uci.conffile chl agent
u:r:tmp.fs cmdline
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[avc denied log 73 #7]

uci.subj X7 uci.conffile JE A= A71E getattr AR [, {H /etc/config/cmdline context Z5AYAF % T
tmp.fs type, M-S 217 7] 5 45 4.

allow uci.subj uci.conffile file append, create, getattr, ioctl, link, lock, open, read, r
ename, setattr, unlink, write

KT Jetc/config/cmdline SCAFIISRIE, 183 N %2 7E sbin/cmdline2uci SCAF A A fl:

4 UCI_TMP_DIR=/var/config

5 UCI_FILE=cmdline

14 while [ -n "S$CMD" ]; do

15 KEY="echo $CMD | cut -d "=" -f1°

16 VALUE='echo $CMD | cut -d "=" -f2°

17 # If KEY contains "." the uci set will fail
18 uci -c SUCI _TMP DIR set $UCI FILE.SKEY=$VALUE 2> /dev/null
19 let COUNTER+=1

20 CMD="echo "SCMDLINE" | cut -d " " -f£3SCOUNTER"
21 done

22

23 uci -c SUCI_TMP DIR commit $UCI FILE

24 mv $UCI_TMP DIR/$UCI FILE /etc/config/$UCI FILE

R FAEPATIERE S, uci FEREHS 1] /var/config (B2 /tmp/config) H sxHith H #7530 emdline, 1M
/tmp/config ] contex /& tmp.fs type.

RJE ¥+ [tmp/config/cmdline #2313 /etc/config/cmdline, MM 5 £ /etc/config/cmdline context type
N tmp.fs.

X2 A ] DU B 2 app 4T A 7K fix: $5 mv BAESCHN cp B1E, AT {R1IF/etc/config/cmdline
context type N uci.conffile, A\ T EE 5 7] 251,

target/linux/mmp/base=files/sbin/cmdline2uci &

24 cp $UCI_TMP DIR/SUCI FILE /etc/config/$UCI_FILE
25 rm $UCI_TMP DIR/SUCI FILE

LIS ) /etc/config/cmdline context A:

root@openWrt:/# ls -Z /etc/config/cmdline
u:r:uci.conffile /etc/config/cmdline
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[avc denied log 73 #7]

3.4. cased: {&2X rules or &2 app BY1T A 2

27880 [ 11.185729] audit: type=1400 audit(138953.858:8): avc: denied { remove name } for pid=424
comm="uci" name=".cmdline.uci-mCNDIp" dev="tmpfs" ino=2028 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=dir permissive=0

27881 [ 11.216796] audit: type=1400 audit(138953.888:9): avc: denied { remove name } for pid=424
comm="uci" name=".cmdline.uci-mCNDIp" dev="tmpfs" ino=2028 scontext=u:r:uci.subj tcontext=u:r:tmp.fs
tclass=dir permissive=0

LA A5 case 3 5L, A uci HEFEXT tmp.fs type f) H 3% .cmdline.uci-mCNDIp 4 17 [FIALFR 7] #3.

Table C-7. dir Permissions
remove name:

Remove a hard link from the directory (for example, remove or move' a file from a directory).

¥ dev="tmpfs”, A LLE#LE /tmp H X MR H F I ino number 347 ILAL:

root@OpenWrt:/# find -name *uci-mCNDIp*
./tmp/config/.cmdline.uci-mCNDIp

root@OpenWrt:/# 1ls -2 ./tmp/config/.cmdline.uci-mCNDIp

u:r:tmp.fs ./tmp/config/.cmdline.uci-mCNDIp

root@OpenWrt:/tmp/config# 1ls -i .cmdline.uci-mCNDIp
2028 .cmdline.uci-mCNDIp

BB EON:

cmdline2uci R

uci -c $UCI TMP DIR set SUCI FILE.S$SKEY=SVALUE 2> /dev/null

H1T name Ja 4% SKEY BRRHGRARALI, RIMTCIE B Y HIBTH type.

A BB LT app AT N, LT uci Vi H) H % B NAE /tmp or /var H, BUEHIHE uci.subj X tmp.fs
dir [ remove_name FLR:

agent/uci.cil

(allow subj .tmp.fs (dir (remove name)))

WAl EEAR I rule:

(allow subj .tmp.fs manage dir)
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[avc denied log 73 #7]

3.5. case5: E fth avc debug &%

19428 [ 9.622772] audit: type=1400 audit(81436.306:8): avc: denied { search } for pid=197 comm=
"sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=u:r:netifd.miscfile

tclass=dir permissive=0

19429 [ 9.713531] audit: type=1400 audit(81436.396:9): avc: denied { search } for ~pid=200 comm=
"sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=u:r:netifd.miscfile
tclass=dir permissive=0

19430 [ 9.768737] audit: type=1400 audit(81436.456:10): avc: denied { search } for pid=203 comm
="sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=usr:netifd.miscfile
tclass=dir permissive=0

19431 [ 9.823974] audit: type=1400 audit(81436.506:11): avc: denied { search } for pid=206 comm
="sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=u:r:netifd.miscfile
tclass=dir permissive=0

19432 [ 9.880249] audit: type=1400 audit(81436.566:12): avc: denied { search } for pid=209 comm
="sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=u:r:netifd.miscfile
tclass=dir permissive=0

19433 [ 9.935913] audit: type=1400 audit(81436.616:13): avc: <dendied  { search } for pid=212 comm
="sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=u:r:netifd.miscfile
tclass=dir permissive=0

19434 [ 12.564605] audit: type=1400 audit(81439.200:68): avcendenied { search } for pid=483 comm
="sh" name="netifd" dev="overlay" ino=1839 scontext=u:r:hotplugcall.subj tcontext=u:r:netifd.miscfile
tclass=dir permissive=0

Y% log AT %1, target type A netifd.miscfile

1E linux shell 82 netfid H=%, R4 log ' ino= 1839 ULFL F] 45 H #x dir N “/lib/netifd”.

root@OpenWrt:/# 1ls -i /lib/ | grep netifd
1839 netifd

root@OpenWrt:/# 1ls -Z /lib/ | grep netifd
u:r:netifd.miscfile netifd

%2 file_contexts X, ¢4 EATSCT type A& T hotplugcall namespace 131 R4 hotplug-call, 52
it B ./sbin/hotplug=call 3245

hotplug-call pa
14 if [ \! -z "$1I" -a -d /etc/hotplug.d/$1l ]; then
15 for script in $(1ls /etc/hotplug.d/$1/* 2>&-); do (
16 [ -f $script ] && . S$script
17 ) ; done
18 fi

IS 77 Jete/hotplug.d/ H 3 FRIFEAFH K, KIRIATHIA.
2% /etc/hotplug.d/H 3 T X T /lib/netifd H3R B R, AT R & #5648 1 A n] Re 2
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[avc denied log 73 #7]

ethernet/00-emac:28:
-t 0 -i eth0 -C &

ethernet/00-emac:188:
f -t 0 -1 eth0.1 -C &

udhcpc -p /var/run/udhcpc-ethO.pid -s /lib/netifd/dhcp.script -f

udhcpc -p /var/run/udhcpc-eth0.1l.pid -s /lib/netifd/dhcp.script -

IR R A2 TR RV, AT 2250 U7 SUEC E. rules T IR AL RR :

src/agent/hotplugcall.cil

(call .netifd.search miscfile dirs (subj))

FIRANFNZE T LA case [ALFRZE R, I A ave denied 7] 8 AT 2 A ] (¥ 77 1 B 44040 AT
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